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Abstract

Role-based access policies model the users domain by means of complex structures where
roles, which represent jobs or responsihilities assumed by users, are specidized into more
concrete subroles which inherit properties and authorizations from their parents. Such an
approach can be applied within the context of educational applications, where different roles
are eadly identified each of which has different views of the same information items and
different capabilities to modify them. Moreover, even though this approach, has only been
oriented towards modeling security requirements, it can be extended to support persondized
access to the information. In this paper, we describe how to combine the basic principles of
RBAC policies and adaptation with a view of providing personalized access to the different
types of users of aweb-based course. Moreover, we aso present Courba, a platform to generate
personalized web-based courses using XML to support the definition of access policies.
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1. Introduction

Nowadays there is no doubt about the utility of hypermedia and web technologies to nake
computer-based educational tools more accessible and, at the same time, more effective.

On the one hand, the combination of a hypertext associative structure with multimedia
information items has been proved as a useful educational resource in multiple hypermedia
educationa applications such as [Benamou and Celentano, 1994; Diaz et al., 1998; Tergan and
Lechner, 2000]. While multimedia supplies a greater expressiveness, hypertext provides a
geometry that allows information to be freely browsed according to the needs and preferences of


http://www.ub.es/multimedia/iem

users. Moreover, multimedia also introduces the concept of interactivity that increases the
system utility by offering the user a wide variety of opportunities to play an active role in the
information transmission processes. This latter feature results particularly interesting in
educational applications since a passive reception of information does not generate knowledge
and, therefore, learning environments should encourage an active user involvement [Quentin-
Baxter and Dewhurst, 1992].

On the other hand, moving platform-dependent hypermedia to the web arena has torn down time
and distance barriers, opening educational applications to a wider and heterogeneous group of
users. The need for educationa tools able to deal with different learning styles, that was
repeatedly stated [Allinson and Hammond, 1990; Barker, 1993], becomes more evident in such
a multi-user environment. Indeed, in the last years severa adapted or adaptive hypermedia and
web-based applications have been proposed including InterBook [Brusilovsky et ., 1998],
AHA! [De Braand Calvi, 1998], ELM-Art [Weber and Specht, 1997], SmexWEDb [Albrecht and
Koch, 2000] or Tangow [Carro et al., 2001]. For the shake of readability and, since web-based
gpplications are a particular case of hypermedia, we will use throughout this paper the term
hyperdocument to refer to hypermedia applications, whether implemented or not in a web
environment.

In order to adapt the hyperdocument, course developers have to build a user model gathering
relevant information about the user knowledge, learning style, goals and needs. In predictive
statistical models, two approaches are applied for user modeling: content-based and
collaborative- based learning [Zukerman and Albrecht, 2001]. Content-based learning uses an
individual model based on the user’s past behavior while collaborative-based learning applies
group based models on the assumption that users behave in a similar way. This user model
based on groups can be specified borrowing some concepts from Role Based Access Control
(RBAC) palicies that have been successfully applied in security modeling [Sandhu et al., 1994;
Ferraiolo and Kuhn, 1992; Ferraiolo et a., 1999]. RBAC approaches mode users by means of
roles, which represent jobs or responsibilities. Multiple-level of hierarchical roles are defined by
means of a Directed Acyclic Graph (DAG) structure where genera roles are specialized into
more specific roles that inherit properties and authorizations from their parents. Each actual user
is assigned a number of roles that will determine her operation capabilities.

The work presented in this paper is focused on the combination of the basic principles of RBAC
policies and adaptation with aview of providing effective access to the different types of users
of a web-based course. Firstly, we extend the typicd RBAC users structure in order to
introduce a basic element in an educationa environment: the team which represents a group of
roles joined to reach a common goal. This extended users structure makes up the basis for the
definition of access rules that specify which information is presented to each user role, in which
form and sequence. Moreover, it is presented Courba a web-based platform to develop
personalized courses. Findly, we outline some conclusions and future work.

2. Adapting hypermedia educational systems

Educationa applications should guide the student's learning process through the information
space by applying flexible combinations of various sources of information with different models
of training, student profiles and concepts [Beltran, 1992] in order to deal with different learning
styles. To apply this maxim to educationa hypermedia applications we analyze which are the
components of such applications and how they can be adapted to meet their user’s learning
expectations and needs. Moreover, we study how RBAC principles can be applied to adapt the
hyperdocuments to different kinds of users.



2.1. Adaptationsin a hypermedia application

Hyperdocuments are collections of multimedia documents organized in a hypertext net. Each
document or node includes severa information pieces, usually referred to as contents. From this
definition we can foresee that two are the candidates to be adapted in a hypermedia educational
application: the browsing structure (navigation adaptation) and the content delivered to the user
(presentation adaptation).

The browsing structure of a hyperdocument is made up of a series of links defined among the
nodes as well as some navigation tools such as visual maps, active indexes, guided tours, marks,
footprints and backtracking mechanisms [Nielsen, 1995]. Most adaptive hypermedia tools offer
different possibilities to support navigation adaptation including links hiding, sorting and
annotation, direct guidance or maps adaptation [Brusilovsky, 2001].

Concerning presentation adaptation, the content of each node or page can be split into two
components: the information items presented in the node and their presentation features.
Contents can be adapted to the user’s knowledge and preferences so that each learner is
delivered the information items she needs in each node. Thus, students with different knowledge
background will have different views of a same node. Moreover, interaction mechanisms can
also be adapted to the learning style and goals. Finally, the presentation features of the contents
(e.g. writing style, font, size, color and so on) can aso depend on some user characteristics (e.g.
age, background, disabilities, language) as well as on the usage platform (e.g. handheld, Iaptop).

2.2. Role based access control and adaptation

RBAC policies [Sandhu et al., 1994; Ferraiolo and Kuhn, 1992; Ferraiolo et al., 1999] model
users by means of roles, which represent jobs or responsibilities. To gather the complexities of
most organizations, hierarchies of roles can be defined as a DAG, where genera roles are
speciaized into more specific roles that inherit properties and authorizations from their parents.
Each role is granted permission to perform some operations that define the manipulation

abilities of a specific kind of user within a specific context. Specific users are assigned a number
of roles so that during the application operation each user exercises the abilities specified for the
role(s) $e belongs to. Such an approach can be applied within the context of educationa

applications, where a number of roles are easily identified, including the instructor, the learner
speciaized into novice, intermediate and expert (see Figure 1). Each role has different views of
the same course as well as different capabilities to modify its components.

Figure 1: DAG of rolesfor acourse

Even though RBAC is oriented towards modeling security policies, it can be extended to
support the adaptive access to the courseware, trandating authorizations rules to access rules
that will state the contents, navigation facilities and interface of each node for each existing role,
using a collaborative-based personalization mechanism. Such rules can be explicitly specified or
derived for each role, depending on whether the system is an adapted or adaptive one. The main
benefits of this approach are the following:



0 Multi-level hierarchies of roles make possible to model complex users structures
and reuse general knowledge about some groups of users (parents of the
hierarchy) to mode more specific subgroups (children). For example, in the DAG
of Figure 1, the learners age can be used to adapt the style of presentation of the
contents as in CESAR [Aedo etal., 1997] an educationa application for helping
hearing-impaired children to learn the sign and written languages, where students
are classified into three linguistic age groups to decide which kind of information
has to be presented: images, signs, text or a combination of media. Since age does
not depend on the learner’s expertise it is defined at the learner level (see Age
assigned to the Learner role) and the access rules derived from this feature will be
inherited by the learner children (Novice, Intermediate and Expert).

0 Users characteristics and access rules are specified in a gradual and modular way
according to the DAG dstructure, whether using a top-down or a bottom-up
approach.

0 RBAC policies are redly efficient in terms of management since once an access
ruleis established for a specific role it rarely varies, what changes is the user who
holds a role. The lesser the number of assignments to be updated when a rule
changes the easier the administration task is and the lesser the potential for
having erroneous rules.

3. Designing personalized web-based courses

In this section, we present three basic principles applied during the development process of our
platform of courses adaptation, called Courba, which were assumed in order to make easier the
personalization of web-based courses. These principles are: the separation among the structure,
the content and the presentation features; the definition of a useful hyperdocument structure;
and, finally, the assumption of an RBAC model to specify the users structure.

3.1. Separation amongst structure, content and presentation features

When the logical structure of the application and the actual contents delivered to the user are
merged the resulting hyperdocument becomes harder to maintain as it happens with HTML
pages. For this reason, it is highly advisable to clearly separate the structure, made up of

information holders (nodes), from the contents to produce cleaner specifications. Moreover, and
what is more important for adaptation purposes, this separation makes possible the definition of
multi-level access policies where different users obtain different views of the same document
[Diaz et ., 20014]. This latter aspect isillustrated in Figure 2 where atwo layers architecture is
used to support the hyperdocument access. Information is delivered to the user by the
Application Manager module taking into account the users requests as well as the access rules.
Thus, users Maria and Eva, who hold respectively the roles Novice and Expert, obtain a distinct
result from their requests to visuaize pagel.html since content2 is an explanation considered
unnecessary for an expert student with a good command on the topic treated in that node and,
therefore, it is hidden (see the corresponding access rule). Finaly, this approach also permitsto
reuse the same content (content2) in different pages (pagel.html and page2.html in the example)
without replicating it, improving thus maintenance. Separation between structure and content,
proposed in most hypermedia reference nodels [Tompa 1989; Furuta and Stotts, 1989], has
been adopted to support adaptation in educationa applications like Tangow [Carro et d., 2001].
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Figure 2: Separating content from structure to support multi-level access policies

Similarly, contents have aso to be separated from their presentation features for the same
reasons of maintenance, clarity, reusability and adaptation to the user needs. Thus, not only the
content but also how it is presented can be dependent on some characteristics of the user or the
usage environment with aview of increasing the system accessibility.

3.2. Definition of a useful course structure

Even though the use of hypermedia can be profitable form an educationa point of view, there
are also some aspects to be taken into account to design a useful hypermedia course. In
particular, some empirical studies have shown that freely information browsing is not always
the best learning strategy [Sciarone and Meijer, 1993; Aedo et a., 2000]. Indeed, when alearner
has a clear learning goa to be met in a specific period of time she tend to prefer some kind of
guidance through the information space. Therefore, abasic design concern is to establish which
degree of freedom in the hyperstructure navigation will be offered to the users [Hammond,
1993].

In order to help course developers to create a useful structure, Courba provides a template for
the learning material represented in Figure 3. This structure defines both the types of learning
objects that can be included (the Structural Diagram of figure 3.A) and the kinds of links
provided to the users (the Navigation Diagram of figure 3.B). In the figure, the notation of the
Ariadne hypermedia design method [Diaz et a., 2001b] is used to represent the learning
material structure from both alogical and browsing perspectives.
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Figure 3: Structural and Navigation Diagram for a Courba course

The logical structure is defined by means of composite nodes (double line rounded boxes) and
nodes (single line rounded boxes) both of which are related through structural relationships
depicted usng UML notation [Booch et a., 1998].

Generdization implies that components inherit the properties, behaviors, links and contents of
their parents. Asit can be seen in figure 3.A a Courba course it is made up of a series of a cover
page and a series of topics, each of which is composed of a number of pages specialized as a
theoretical page or an exercise. This structure makes possible to define a consistent user
interface, since common elements (e.g. links, contents, headers, footers, background, and so on)
are assigned at the composite level and inherited by its components.

Concerning the browsing structure, there are a number of structural links automatically derived
by Courba (see links from L1 to L7 in figure 3.B). These links provide a useful navigation
guidance to study the whole course following a predefined sequence that can depend on the
user. Thus, it can be established that a Novice student requires structural guidance whereas an
Expert student does not need it and they can be hidden. In addition, course developers can
include associative links (L8 in figure 3.B) to support free browsing in the contents of the node
by using the HTML anchor tag. Asit can be seen in the figure 3.B, an associative link can be set
between any two content pages.



3.3. Use of an RBAC mode for hypermedia

An RBAC model, that was proposed for providing safe access to hypermedia applications in
[Diaz et al, 2001a], is extended in Courba in order to provide course developers a rationa
framework to specify the access policy of their courses. Such an access policy is defined in
terms of a number of access rules that specify the access category of a subject for a given object
and how will the user perceive the abject (presentation specifications):

Access rule = (subject, object, access category, presentation specifications)

From this definition, they emerge three e ements that need a further explanation: the subject, the
object and the access category.

Subjects are those active entities that can execute actions on the objects (e.g. retrieve a node,
modify alink or create a new content). According to this model, the subjects are the users of the
application, taking for granted that other entities which can activate actions, like programs or
scripts, inherit the same access rules that apply to that user activating them. Since an RBAC
policy is assumed designers (or course developers in the Courba environment) do not identify
specific users but two kinds of abstractions: roles and teams. While arole is an organizationa
position or job function that appears in the domain of application, ateam isjust a group of users
established whether to represent collaborative group as in [Wang, 1999] or to simplify the
administration tasks. Roles and teams support composition mechanisms to be able to dea with
complex user structures. To gather the complexities of most organizations, hierarchies of roles
can be defined as a DAG [Ferraiolo et al., 1999] where genera roles are specidized into more
specific roles. This generaization entails inheritance and, therefore, there is a propagation
mechanism to establish the characteristics and access rules of the children according to the
characteristics and access rules of their parents. Moreover, roles can be aggregated into teams.
In this case, the access rule assigned to ateam is directly assigned to those members of the team
for whom no other rule has been specified or inherited. Figure 4 presents a typical roles and
teams structure in Courba. As it can be seen in the figure there are eight roles and two teams.
The course is considered as a team of users composed by a coordinator, some instructors, lab
groups and learners. An instructor is specialized into lecturer and assistant and the course
coordnator is aways a lecturer. A lab group is a team of learners working on a specific task,
and a learner is speciaized according to her background on the course topics into novice,

intermediate and expert.
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Figure 4: DAG of roles ateam in a Courba course (teams are represented with the double face icon whilst roles have
asingle faceicon)

Objects are passive entities that receive the effects of the actions executed by the subjects. All
the elements of a hyperdocument are amenable to be considered as objects as far as operations
to manipulate them are supported in the hyperdocument. However, in order to maintain a
reasonable level of efficiency, both in runtime and during the management process, the object's



granularity has to be carefully determined and, for this reason, only nodes (whether simple or
composite) and contents are considered as objects. As for the links, they are defined as
connections between a source and a target which aways resolve into a node or content, and they
inherit the rules that apply to the elements making up their definition. For ingtance, alink is only
presented to a user when she can access both its source and its target. An example of object can
be the topic “Designing user interfaces’ in an HCI course.

Access categories embody the access capabilities for a given hyperdocument or course. Four
categories are considered:

0 No access. to deny access to anode or content.

o Browsing: to retrieve information whether sdlecting links or using other
mechanisms such as indexes or search engines,

0 Personadizing: adds to the Browsing category the ability to include personal
elements (such as private contents, nodes or links); and

o Editing: adds to the Personadizing the ability to modify elements of the
hyperdocument, that is, to manipulate elements that are accessed by al the
hyperdocument users.

For example, for the same object (the “ Designing user interfaces’ topic) course developers can
specify the following two rules to distinguish between the ability to modify the topic contents
and the ability to access the topic pages:

(Instructor, Designing user interfaces, Editing,-)
(Learner, Designing user interfaces, Browsing,-)

Access rules can be directly specified by the course developer (adapted or personalized
hyperdocument) or derived from the users behavior (adaptive hyperdocument). Current version
of Courba does only deal with personalized courses where access rules are hard coded for the
roles so that personalization of the course structure, contents and interface is supported.

4. Courba: a platform to generate personalized web-based courses

Courba is a platform devoted to creating web-based courses that will be accessed following an
RBAC policy. With this purpose it provides mechanisms to: establish the contents and structure
of the course; determine the roles that will access it; specify the access rules that will be applied
during the course operation and assign each user her corresponding role(s). The next
subsections we provide some details about Courba implementation and operation.

4.1. Courba architecture and implementation

Courba is made up of a series of modules which make possible to support the personalization of
the hypermedia structure, contents and interface to different users roles in a web-based course
(see Figure 5). From the course developer point of view, a course will be awell-formed XML
document with the desired contents and associative links. This course is automatically paginated
and linked by the platform taking into account the access rules. Moreover, when a user asks for
a course page to the web server the Application Manager Module will dynamically generate the
result including the contents and links specified for that role and applying the corresponding
presentation features. Next paragraphs describe the main modules of Courba.
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Figure 5: Courba Architecture

The Information Base is made up of a number of components that hold information on the
course aswell as on the users.

First there is a course DTD compliant the logica structure shown in figure 3.A. Table 2
includes part of this DTD where it can be seen that a course has a number of roles, access rules
and a set of pages. Each page can be a cover page, index, theory page or exercise. In turn, a
theory page has some contents and some operations which can be performed on that page (e.g.
go to the parent page).

<IENTI TY % accessCat egory “NoAccess| Browsi ng| Personal i zi ng| Edi ti ng” >
<! ELEMENT course (user_rol +, access_Rul e+, page+>

<! ELENENT page (coverPage| index| theory | exercise>
<! ATTLI ST page id CDATA #REQU RED>
<I ATTLI ST seq CDATA #REQUI RED>

<! ELEMENT theory (title_theory, info+, operation*)>
<IELEMENT title-theory ANY>
<I ATTLI ST title_theory accessCategory (%ccessCategory;) “Browsing’>
<I ATTLI ST title_theory code |ID #l MPLI ED>
<l ELEMENT info (text|inage|pl ugi n| operati on)+>
<I ATTLI ST i nfo accessCategory (%accessCategory;) “Browsing”>
<! ATTLI ST i nf ocode | D #l MPLI ED>

<! ELEMENT operation ANY>
<! ATTLI ST operati on accessCategory (%ccessCategory;) “Browsing”>
<! ATTLI ST operation code |D #l MPLI ED>
<! ATTLI ST operation type (%operati onType;) #REQU RED>
<! ATTLI ST operation target CDATA #l MPLI ED>
<! ATTLI ST operati on vi ew CDATA #| MPLI ED>
<! ATTLI ST operation description CDATA #l MPLI ED>

Table 2: Part of aCourba course DTD

The course actual contents are held in an XML document and the information about the
presentation features (color, style and so on) is contained in separated style sheets. Findly, there
are also maintained the roles that will be considered in the course which are a part of the course
DTD aswell as the assignment of users to specific roles which is maintained in a separated file.
When a user has to be included or removed from a course, only this latter users file is modified
and the course while the course DTD, XML document and style sheets remain unchanged.
Thus, hyperdocument management becomes easier.



The Application Manager is responsible for answering to the user’s requests combining the
information about the course and the personalization rules. From an implementation point of
view, it consists of three modules:

0 The Course pagination module divides the XML document of the course into a
series of pages (or nodes) taking into account the sructure of the course
represented in figure 3.A.

0 The Operational specification module executes the manipulation operations that
will be supported by the course (see the operation element in Table 2). Current
version of Courba supports the navigation operations defined in figure 3.B and it
establishes the target of each link (previous, next and parent) according to the
role of the user who is accessing the node. Access rules determine which
operations will be available for each role. In order to provide more complex
operations, such as annotation, the corresponding specification should be
included in this module

0 The Web page generator creates the web page corresponding to a users request
taking into account the information about the page (structure, contents, interface
and operations) as well as the user’srole.

The Application Manager implementation relies upon an Apache web server to ded with the
user requests. In order to increase the course accessibility, information isfinally delivered asan
HTML page which can be used in any web browser. With this purpose, a Cocoon 1.8.2 module
transforms XML documentsto HTML using XL S to specify the presentation features. Findly,
Apache Jserv 1.1.2.2 is used to execute the operations specified in the Operational Specification
module.

4.2. Personalized accessin a Courba courseware

In order to create a personalized or adapted hypermedia courseware, developers have to create
the XML document containing the course components, to specify which roles will be used in
their course and which users hold that roles. Finally, they have to establish the accessrules for
the course components that will be nodes (that is, pages) and contents (that is, each information
item — text, image, plug-in or operation-) included in a page. This information will be used by
the Application Manager to support personalized access to the courseware and provide each
user the information, browsing capabilities and interface which has been established for her
role.

The Courba platform here presented has been tested in a course on Hypermedia Design. Figure
6 and 7 show an example d personalized content for two different roles. the novice and the
expert learner. Both figures show the dynamic index of topics created by Courba according to
the access rules specified for both roles. In figure 6, it can be seen that a novice learner in this
subject will have access to four topics that will introduce her into the user interface problems,
the interaction styles, the user characteristics to be taken into account and a short introduction to
the different interaction models which can be considered to deal with different kinds of users.
Once a learner has some experience in user interfaces (see Figure 7), she is also given the
opportunity of accessing sections about rules and best practices concerning user interface design
and a procedure to design the user interaction based on the hierarchical design of user tasks. In
this case, the introduction where basics concepts of HCI are reviewed is hidden. The targets of
links Previous (“Anterior” in the figures), Parent (“Padre” in the figures) and Next (* Siguiente”
in the figure) are calculated in runtime by the Courba Operational Specification module.



B[ oy e an o e a1 v o e WP e

E""-"".Q"i"'!"f @

Imrerfor de usuario

indice de Contenidos

Fir— [ T

Figure 6: Table of contents of the subject “User Interface” for anovice learner

i ] T Ao A TS = | Hr .
. ® "

Imterfaz de uswario

[ndice de Comtenddos
S merie
L ETE

L mamian e i hilrma,

b I Liiv s,

e [ y——

Figure 7: Table of contents of the subject “User Interface” for an expert learner

5. Conclusions

In this paper, we have discussed how to combine the basic principles of adaptation for
hypermedia applications with RBAC policies in order to support personaized access to a web-
based courseware. With this purpose a modular architecture has been proposed where structure,
content and presentation features are separated to improve maintenance, reusability and
adaptation. Moreover, the assumption of RBAC basic principles makes possible the
specification of complex user models, defined by means of multiple level hierarchies that
include nested and parallel structures and set up the basis for reutilizing characteristics and
access rules of groups of users.

We aso presented a platform to support personalization in web courses, called Courba, that has
been used in a Hypermedia Design course. One of the main benefits of the proposed approach is
that it reduces the maintenance effort, since once roles are identified and their characteristics
and access rules are defined they are not likely to change. What changes is the set of users that
assume that role and that information is separated from the adaptation rules, so that including,
deleting or modifying concrete users does consume few resources.

However, the current version of Courba is quite restrictive and complex to use since no
graphical interface is provided for the course developer. We are actudly trying to improve the
platform to make it more usable as well as to support adaptive courseware, that is, including an
intelligent module to dynamicaly derive the access rules of each role instead of being
hardcoded.
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